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® Fingerprlnt^etectlhg device. " 

@ An apparatus for detecting fingerprints includes 
a transparent plate (2). onto which a finger (1) is 
placed, a light source. (31) located under the trans- 
parent plate (2) for projecting a light beam towards a 
portion of the surface of the finger (l) and a light 
detection unit (501.502) located below the transpar- 
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ent plate for receiving the light reflected by the 
surface of the finger for detecting the charactenstic 
pattern thereof: the Kght detection unit (501.502) is 
sensitive to colour changes of the pattern surface 
when the finger is pressed onto the transparent plate 

(2). 
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® Fingerprint-detecting device. 

© An apparatus for detecting a biological object 
includes a transparent plate (2). onto which an object 
(1) to be detected is placed, for allowing a passage 
of projected light and reflected light used for an 
optical detection, a light source (31) located under 
esithe transparent plate (2) for projecting a light beam 
<used for a biological object detection toward a por- 
^tion of the surface of the placed object (1) toward 
Swhich a light beam for detecting a characteristic 
Spatiem of the surface of the placed object is di- 
-^rected. and a fifiht detection unit (501.502) tocated 
Rbetow the transparent plate for receiving the light 
fOprojected from the light source (31) and subse- 
oquently reflected by the surface of the object placed 
on or pressed onto the transparent plate and detect- 
ftting the characteristic of a reflection rate of the re- 
*"ceived fight The detection of whether or not the 
detected object (l) is a biological object is earned 



out by detecting the characteristic of the reflection 
rate of the received light by the light detectton unit 
(501 .502), on the basis of the changes in a color of a 
suHace of the biological object due to a pressure 
applied to the biological object (1) when the biologi- 
cal object is pressed onto the transparent plate (2). 
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BIOLOGICAL OBJECT DETECTION APPARATUS 



The present Invention relates to an apparatus 
for detecting a biological object. The apparatus is 
particularly, but not exclusively used for a personal 
identification system in which a person is identified 
by identifying a fingerprint of the person. 

In a personal identification system using finger- 
print identification, a fingerprint sensor is provided 
for reading a fingerprint, as a picture image, of a 
person, and a processing device for generating 
reference data from the picture signal read by the 
fingerprint sensor, registering the generated refer- 
ence data, and comparing the picture signal read 
by the fingerprint with the reference data to Identify 
whether or not the fingerprint belongs to an au- 
thorized person. In such a personal identification 
system, the fingerprint sensor must read the finger- 
print picture image clearty and correctly without 
distortion. 

In general, in a fingerprint sensor, a detection 
light is irradiated at a preselected angle onto the 
ridge line portions and the groove line portions of 
the fingerprint pressed against a light conducting 
plate (a transparent plate), through this transparent 
plate. According to SnelPs law, only fight reflected 
from the ridge line portions of fingerprint is trans- 
mitted by total intemal reflection (full reflection) 
through the transparent plate to reach a light re- 
ceiving element and produce a fingerprint picture 
electrical signal. The light reflected from the groove 
line portions of fingerprint is not transmitted by 
such a full reflection, and thus such an electrical 
signal is not produced. 

In such a fingerprint sensor, a fraudulent opera- 
tion of the fingerprint identification system having 
such a biological object detection means » with 
criminal intention, can be earned out by using a 
replica of a human finger, made of rubber or plas- 
ter, and therefore, protection from fraudulent use of 
the personal identification system by a false Iden- 
tification of a fingerprint by the fingerprint sensor 
was required. 

A number of attempts have been made to 
provide such protection against a fraudulent opera- 
tion of the fingerprint sensor. For example, a pul- 
sating electrical signal con-esponding to the pulsa- 
tion of the blood flow in the human finger is derived 
from a light receiver receiving light inradiated from 
a light emitter and transmitted through the finger to 
Identify the fingerprint thereof. 

In another example, an electric current cor- 
responding to the skin resistance of a human finger 
is measured by an electrical circuit formed by a 
pair of electrically conductive electrodes against 
which the human finger is pressed. In a further 
example, a change wrth time of the degree of 



contact between the surface of the human finger- 
pad (the palm side of a human fingertip) and the 
surface of the transparent plate tor the fingerprint 
detection, which is affected by perspiration from 

5 the surface of tiie human fingerpad, Is detected by 
an electrical signal output from the light receiver. 
Nevertheless, tiiese attempts at protection against 
fraudulent operation are not proving successful, 
because a considerable length of time is required 

70 for tiie detection or a very precise detection cannot 
be obtained, and thus practical use of Vrxe above 
attempts is not adequate. 

A type of fingerprint sensor having a biological 
object discriminating means has been proposed, in 

15 which the nature of the skin of a living human 
fingerpad. i.e.. that the spectral reflectance of tiie 
skin of a living human fingerpad to which a pres- 
sure is applied is different from that of a non-living 
object such as a replica finger, is utilized. 

20 The color of the skin of a tinger not under 
pressure Is usually reddish, but becomes whitish 
when a pressure is applied to the skin of the finger 
by, for example, pressing the fingerpad against a 
plate. It has been acknowledged that tiie specti'al 

25 reflectance of tiie light in the red spectral range, 
i.e., the light wavelength of approx. 640 to 770 nm, 
does not show a substantial difference between the 
pressed state and the not pressed state, and the 
spectral reflectance of the light In the blue and 

30 green spectral range. i.e.. tiie light wavelength of 
approx. 400 to 600 nm. in the not pressed state is 
much less than in the pressed state. Accordingly, 
by measuring tiie spectral reflectance in the blue 
and green spectral range of the surface of an 

35 object in question, it is possible to detect whetiier 
or not this object is a biological object. 

In tiiis type of biological object detection 
means there is provided a finger nipping member 
constituted by a pair of nip elements for nipping 

40 the tip of a finger therebetween, and a spring 
bridging ttiese nip elements for developing a force 
to cause these nip elements to be biased toward 
each other. Each nip element is provided wttii a 
light emitting element for emitting a light having a 

45 spectral wavelength range including the blue or 
green range, and a light sensing element for re- 
sponding to light having the spectral wavelength 
range of blue or green. 

Namely, when a fingertip is forced into ttie gap 
50 between these nip elements against the force of 
tfie spring tiiereof, the gap between these nip ele- 
ment is enlarged and thus pressure Is applied to 
tiie sides of ttie fingertip by the action of tiie 
spring. As the pressure applied to the sides of the 
fingertip increases, tiie color of ttie skin of the 
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finger changes from reddish to whitish, to thus 
change the spectral reflectance, and accordingly, 
the value of the light having the spectral 
wavelength of the blue and green ranges detected 
by the light sensing element is increased. There- 
fore, the biological object detection is carried out 
by using the result of the detection of the reflected 
blue or green range light by the light sensing 
element. 

Nevertheless, a fraudulent operation of the fin- 
gerprint identification system having such a biologi- 
cal object detection means can be carried out by 
using a first replica of a finger for counterfeiting a 
human fingerprint and the spectral reflectance 
characteristic of human finger skin in the pressed 
state and a second replica of a finger for coun- 
terfeiting the spectral reflectance characteristic of 
human finger skin in the not-pressed state. The 
fraudulent operation is canied out by, first forcing 
the first replica of a finger covered by the second 
replica of a finger into the space between the 
above<lescribed nip elements to imitate the human 
finger in the not-pressed state, and second, taking 
the second replica of a finger out of the first replica 
of a finger to imitate the human finger In the 
pressed state. Accordingly, protection of the per- 
sonal identification system by fingerprint identifica- 
tion against such fraudulent operation of the finger- 
print sensor is urgently required. 

An embodiment of the invention may provide 
an improved apparatus for detecting a biological 
object based on changes in a cotor of the surface 
of a biological object due to a pressure applied to 
the biological object by a biological object discrimi- 
nation means, using the light reflection on the 
fingerprint surface , of a finger to. preyent.a fraudu- 
lent operation of a fingerprint sensor and enhance 
the security and reliability of the biological object 
detecting apparatus. 

According to the invention, there Is provided an 
apparatus for detecting a biological object based 
on changes in a color of a surface of a biological 
object due to a pressure applied to the biological 
object when the biological object is pressed onto a 
transparent plate, the apparatus comprising: a 
transparent plate, onto which an object to be de- 
tected is placed, for allowing a passage of projec- 
ted light and reflected light used for an optical 
detection; a light source located under the trans- 
parent plate for projecting a light beam used for a 
biological object detection toward a portion of ttie 
surface of the placed object toward which a light 
beam for detecting a characteristic pattern of the 
surface of the placed object is directed: and a light 
detection unit located below the transparent plate 
for receiving the light projected from the light 
source and subsequently reflected by the surface 
of the object placed on or pressed onto the trans- 



parent plate and detecting the characteristic of a 
reflection rate of the received fight, wherein the 
detection of whether or not the detected object is a 
biological object is based on. the detection of the 
5 characteristic of the reflection rate of the receWed 
light by tiie light detection unit. 

Reference is made, bv way of example, to the 
accompanying drawings in which;- 

Fig. 1 and Fig. 2 illustrate the principle of a 
70 detection of a biological object. 

Fig. 3 and Fig. 4 show an example of a 
prior-proposed apparatus for detecting a biological 
object; 

Fig. 5 shows anotfier example of a pnor- 
T5 proposed apparatus for detecting a btological ob- 
ject. 

Fig. 6 shows an apparatus for detecting a 
biological object according to an embodiment of 
. the present Invention; 
20 Fig. 7 shows an apparatus for detecting a 

biological object according to another embodiment 
of the present invention; 

Fig. 8 shows an apparatus for detecting a 
biological object according to still another embodi- 
25 ment of tiie present invention; 

Rg. 9 shows an apparatus for detecting a 
biological object according to still another embodi- 
ment of the present invention; 

Fig. 10 is a diagram) showing the characteris- 
30 tic of tiie output of tiie light sensor element in the 
apparatus of Fig. 9; 

Fig. 11 shows an apparatus for detecting a 
biotogical object according to still another embodi- 
ment of the present invention; and 
35 Figs. 12. 13, 14. 15. and 16 show ap- 

paratuses for detecting a biotogical object accord- 
ing to furtiier embodiments of the present Inven- 
tion. 

Before describing tiie prefenred embodiments 
40 Of the invention, previously-proposed apparatuses 
for detecting a biological object associated witii a 
personal identification system in which a person is 
identified by identifying a fingerprint of the person 
are described with reference to Fig. 1 to Rg. 5. 

45 The principle of the detection of a biological 
object in one proposal is illustrated In Fig. 1 and 
Fig. 2. In Fig. 1. a human finger is illustrated as a 
cross-section with tiro upper nail side and the lower 
fingerprint side. The color of tiie skin of a human 

50 finger not under pressure, as shown in tiie left of 
Rg. 1, IS usually reddish, but becomes whitish 
when a pressure is appTied to the sWfi of th6 fintfer 
by, for example, pressing tiie finger to a plate as 
shown In tiie right of Rg. 1. H has been acknowl- 

66 edged that the spectral reflectance of the light in 
the red spectral range. i.e., the light wavelengtii of. 
approx. 640 to 770 nm. does not show a substan- 
tive difference between tiie pressed state and the 
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not-pressed state, but the spectral reflectance of 
the light in blue and green spectral range, i.e.. the 
light wavelength of approx. 400 to 600 nm in the 
not-pressed state is much smaller than in the 
pressed state as shown in Rg. 2. Therefore, by s 
measuring the spectral reflectance in the blue and 
green spectral range of the surface of an object in 
question, it is possible to detect whether or not this 
object Is a biological object. ... 

A proposed apparatus for detecting a biological io 
object is shown in Rg. 3 and Fig. 4. Figure 3 is a 
top view and Rg. 4 Is an elevation view. As shown 
in Rg. 3, a finger nipping member is constituted by 
a pair of nip elements 81 . 82 for nipping the tip of 
a finger 1 therebetween and a spring 83 bridging is 
these nip elements 81, 82 for biasing these nip 
elements 81, 82 toward each other. The nip ele- 
ments 81 . 82. contain light emitting elements 811. 
821. and light sensing elements 812. 822. Each of 
the light emitting elements 811. 821 emits light 20 
including a blue or green light wavelength, and 
each of the light sensing elements 812. 822 is 
sensitive to the light having tfie blue or green light 
wavelength. Each of the light emitting elements 

811. 821 may be a light emitting element which 25 
emits white light 

When a fingertip is forced into the gap be- 
tween the nip elements 81 and 82. the gap be- 
tween the nip elements 81 and 82 is enlarged and 
a pressure is applied to the sides of the fingertip 30 
by the action of the spring 83. As the pressure 
applied to the sides of the finger tip increases, the 
color of the skin of the finger changes from reddish 
to whitish, to thereby change the spectral reflec- 
tance thereof, and accordingly, the value of the 35 
light having the spectral wavelength of the blue and 
green ranges detected by the light sensing ele- 
ments 812. 822 is increased. Accordingly, the bio- 
logical object detection is carried out by using the 
result of the detection of the reflected blue or 40 
green range fight by the light sensing elements 

812. 822. This type of apparatus, however, cannot 
prevent a fraudulent operation of the fingerprint 
identification system by using replicas of a finger. 

An apparatus of this type for detecting a biological 45 
ok^ect is disclosed, for example. In Japanese Unex- 
amined Patent Publication (Kokai) No. 61-221883 
corresponding to U.S. Patent No. 4728186. 

Another proposed apparatus for detecting a 
biologipal object is shown in. Rg. 5«. As shown In ^ . sq 
Rg. 5, the apparatus is constituted by a light con- 
ducting plate (a transparent plate) 2, a green light 
emitting element 33 for biological object detection, 
a light sensor element 59 for biological object 
detection, a laser emitting element 34. a hologram 55 
element 43. for fingerprint detection, and a light 
sensor element 44 for fingerprint detection. In the 
apparatus, the green light having a spectral 
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wavelength of approx. 450 to 570 ns, emitted from 
the green light emitting element 33. is reflected at 
the surface of the finger 1 pressed against the 
surface 21 of the plate 2, and the reflection light is 
transmitted through the plate 2 in accordance with 
the principle of a full reflection filtering, to the light 
sensor element 59. Based on the difference of the 
reflectance of the skin of the fingerpad in the state 
in which the flow rate of blood Is low and In the 
state in which the flow rate of blood is high, due to 
the pulsation of the blood flow in the human finger, 
it is possible to detect the biological object from 
the reflection light detected by the light sensor 
element 59. After the detection of the biological 
object, the fingerprint detection is carried out by 
using the laser emitting element 34. a hotogram 
element 43, and the light sensor element 44. 

Nevertheless, this proposed apparatus is not 
successful because a considerable length* of time 
is required for the detection. An apparatus of this 
type is disclosed, for example, in Japanese Unex- 
amined Patent Publication (Kokai) No. 62-74173. 



((Embodiment of Rg. 6)) 

An apparatus for detecting a biological object 
according to an embodiment of the present inven- 
tion is shown in Rg. 6. The apparatus of Fig. 6 is 
provided with a transparent plate 2 able to conduct 
light and having an inspection surface 21 on which 
a finger 1 to be identified is placed, a light emitting 
element 31 for biological object detection, a light 
emitting element 32 for fingerprint picture image 
detection, an optical lens 41, a light sensing ele- 
ment 42 for fingerprint picture image detection, an 
optical lens 500, light sensing elements 501 and 
502. and a detection unit 6 having a level detection 
circuit 61, a comparator circuit 62, and an AND 
circuit 63. The optical lens 500. the light sensing 
elements 501 and 502, and the signal processing 
unit 6 are used specifically for the biotogical object 
detection. 

It is possible to incorporate the light emitting 
element 31 for biological object detection and the 
light emitting element 32 for fingerprint picture im- 
age detection into a single light emitting element 

The light sensing element 501 responds to 
light in the red spectral wavelength range of ap- 
prox. 640 to 770 pfn, Jo gyrate a signal S(R) 
which corresponds to this light of the red spectral 
wavelength range. The light sensing element 502 
responds to light in a spectral wavelength range 
shorter than that of the red spectral waveleng^, 
such as the green spectral wavelength range of 
approx. 490 to 550 nm, the blue spectral 
wavelength range of approx. 430 to 490 nm, or a 
combination of these green and blue spectral 
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wavelength ranges, to generate a signal S(GB) 
which corresponds to this light of the green, blue, 
or green-blue combination spectral wavelength 
range. 

In the level detection circuit 61. which is con- 
stituted by an analog comparator such as a window 
comparator, the signal S(R) is compared with a 
predeter mined reference value Vi, and when the 
signal S(R) is greater than the reference value Vi . 
an instruction signal Si is produced. The instnic- 
tion signal Si represents the detection of a contact 
of a finger 1 with the glass plate 2. The value of Vi 
is selected as a value slightly smaller than the 
reflectance of the skin of a human finger in the red 
spectral wavelength range, in both the pressed 
state and the not-pressed state. 

In the comparator circuit 62. the signal S(R) is 
compared with the signal S(6B). and when the 
value "S(R) - S(GB)" in the pressed state is small- 
er than the value "S(R) - S(GB)" in the not-pressed 
state, the signal S2, which represents a color 
change of an object under detection, is produced. 

In the AND circuit 63, when both signals Si 
and S2 are received, a biological object determina- 
tion signal S3 is produced, and the produced signal 
Ss is supplied to a fingerprint picture image pro- 
cessing device (not shown) to allow registration and 
comparison operations of the fingerprint picture 
image to be canied out. 

The operation of the apparatus of Fig. 6 will be 
described. First, a person to be identified gently 
presses a finger 1 against the inspection surface 
21 of the plate 2. In this state, the color of the skm 
of the finger 1 is reddish, which corresponds to the 
curve shown by a solid line in Fig. 2, The reflection 
light from the skin oi the fingerpad contains a high 
red light value and a low blue or green light value, 
the signals S(R) and S(GB) generated in ttie light 
sensor elements 501 and 502 correspond to the 
values shown by the solid line of Fig. 2. Since the 
condition Sr > Vi Is satisfied, the level detection 
circuit 61 produces the signal Si. which indicates 
that the finger 1 Is touching tiie inspection surface 
21 of the plate 2. Note, as the difference "S(R) - S- 
(GB)" is the value for the not-pressed state, ttie 
signal S2 Is not produced in the comparison circuit 
64 in this state. 

Next, the person to be identified finely presses 
the finger 1 against the inspection surface 21 of the 
plate 2. Accordingly, the color of the skin of the 
finger 1 becomes whitish, which corresponds to ttie 
curve shown by a broken tine in Fig. 2. The reflec- 
tion light from the skin of tiie fingerpad contains 
high red, blue, and green light values, and accord- 
ingly. the difference "S(R) - S(GBr becomes 
smaller than the difference -S(R) - S(GB)- In the 
not pressed state, and the signal 82 is produced in 
the comparator circuit 62. Upon receiving the sig- 



nal Si from the level detection circuit 61 and the 
signal S2 from the comparison cinAitt 62. the AND 
gate 63 produces tiie signal Sa , which indicates 
tiiat ttie finger l on the plate 2 Is a biological 
5 object, whereby the biological object detection of 
the finger under detection Is carried out 

In tiie apparatus of Rg 6. since the light for tiie 
biological object detection is irradiated onto tiie 
inspection surface 21 of the plate 2 against which 
10 the fingerprint of the finger 1 Is pressed, and the 
biological object^ detection is carried out based on 
the reflection light from the skin of the fingerpad, a 
fraudulent operation of the fingerprint sensor having 
a biological object detection means by using first 
IS and second replicas of a finger, which was suc- 
cessful in the above-described prior-proposed ap- 
paratus, cannot succeed in the apparatus of Rg. 6. 
This is because, first tiie formation of a counterfeit 
fingerprint on the second replica of finger is re- 
20 quired, and second, the reading of the fingerprint 
ptoture images tiecomes impossible due to tiie 
removal of the second replica of a finger from ttie 
first replica of a finger and thus a fingerprint Iden- 
tification operation per se becomes impossible. 
25 Therefore the biological object detection as 
carried out by the apparatus of Fig. 6, prevents the 
fraudulent operation of the fingerprint sensor with 
criminal intent. 

In the fingerprint picture Image detection by 
30 the apparatus of Fig. 6. It is possible to use both 
the prism system and the hotographic system. 



((Embodiment of Fig. 7)) 
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An apparatus accoKling to another embodiment 
of tiie present invention is shown in Fig. 7. The 
apparatus of Fig. 7 is provkJed with a light switch 
unit 7 constituted by a light source element 71 and 
40 a light receiving element 72, a lens 510. light 
sensor elements 511, 512, and 613 having a red 
filter, blue filter, and green filter, respectively, and a 
detection circuit 6. 

The light svritch unit 7 produces a finger pres- 
45 ence signal Sf from the light receiving element 72 
when a finger is placed on the inspection surface 
21 of the plate 2. in either ttie not-pressed state 1 
or in the pressed state 1'. In operation, the finger is 
first in ttie not pressed state 1, and subsequentty, 
50 in the pressed state 1 . 

In the detection circuit 6, ttie red light signal Sr 
. the blue light signal Sb 7 and the green light signal 
So from ttie light sensor elements 511, 512. and 
513 are compared when ttie operation of ttte detec- 
65 tion circuit 6 is enabled by ttw finger presence 
signal S* fi-om ttie light switch unit 7. When ttie 
level relationship between ttie signals Sr . Sb • and 
Sg satisfies tifie characteristics for botti ttie not- 
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pressed finger and the pressed finger shown in Fig. 
2, the biological object detection signal Ss is deliv- 
ered from the detection unit 6. 

Namely, if the object in question is a human 
finger as a biological object, the relationship is first 6 
Sr > Sb ^ Sg , and subsequently, becomes Sr *=i 
Sb ^ Sg. K the object in question is a replica of a 
finger, the above relationship cannot be estab- 
lished. 

The fingerprint picture image detection is car- ib 
ried out In the same manner as shown in Rg. 6. 
and thus the description thereof is abbreviated with 
regard to Fig. 7. 

IS 

{{ Embodiment of Rg. 8)) 

An apparatus according to still another embodi- 
ment of the present invention is shown in Rg. 8. 
The apparatus of Rg. 8 is provided with a light 20 
emitting element 31 for biological object detection, 
slit plates 521 and 522. a prism 523, a line sensor 
524. and a detection circuit 6. 

The reflection light from the skin of the finger- 
pad is led to the prism 523 through the slits of the 25 
slit plates 521 and 522, and beams spectrally sepa- 
rated by the prism 523 are led to the line sensor 
524. The line sensor 524 produces the signals Sr . 
Sb , and Se . which con'espond to the red, blue, 
and green beams , respectively. The operations of so 
the light switch unit 7 and the detection unit 6 are 
substantially the same as in the apparatus of Rg. 
7, and thus description of the fingerprint picture 
image detection is abbreviated with regard to Rg. 



((Embodiment of Rg. 9)) 

An apparatus according to still another embodi- 40 
ment of the' present invention is shown in Fig. 9, 
The apparatus of Rg. 9 is provided with a light 
emitting element 3 such as a laser light source for 
both a biological object detection and fingerprint 
picture image detection, a lens 531 , a filter 532, a 4S 
light sensing element 533, a detection unit 6, a lens 
41. a light sensing element 42, and a personal 
identification unit 43. 

The light emitting element 3 is selected to emit 
white l^ht or a light having a green light so 
wavelength at the center thereof, and the light 
sensor element 533 is selected to be sensitive to 
light having the green light wavelength at the cen- 
ter thereof. 

The detection unit 6 is constituted by a com- ss 
parator circuit 64, a one shot multivibrator circuit 
65, a comparator circuit 66, and an AND circuit 67, 
The personal identification unit 43 Is constituted by 



a picture receiving portion 431, a picture storage 
circuit 432, a binary value forming circuit 433, a 
fine line formation circuit 434, a characteristic ex- 
traction circuit 435, an adjacent pattern planting 
circuit 436, an angle and crosspoint inspection cir- 
cuit 437, and an operation control circuit 438. The 
personal identification unit 43 may be constructed, 
for example, as a 16 bit personal computer. 

The comparator circuit 66 uses a predeter- 
mined first reference level.' and* the comparator 
circuit 64 uses a predetermined second reference 
level, in the characteristic of the output of the light 
sensor elenr^nt 533 shown In Rg. 10. In ttie char- 
acteristic of Rg. 10, in the first period during which 
the finger is not present, ttie output is at a high 
level; next in the second period during which the 
finger is placed on the plate in ttie not-pressed 
state, the output is at a low level; and further, in the 
third period during which tiie finger is placed on 
the plate in the pressed state, ttie output is at an 
intenmedlate level. The first reference level is se- 
lected to be between the high "no finger" level and 
the intermediate "pressed finger" level, and the 
second reference level is selected to be between 
the intermediate "pressed finger" level and the low 
"not-pressed finger" level.' 

When the comparator circuits 64 and 66 detect 
that the sensor output has changed from the "no 
finger" level to the "not-pressed finger" level, and 
subsequentiy, changed from the "not-pressed fin- 
ger" level to the "pressed finger" level, the one 
shot multivibrator circuit 65 generates a HIGH level 
signal which is supplied to the AND circuit 67. The 
output signal of the comparator 66, which repre- 
sents the contact of the finger 1 with ttie glass 
plate 2. is also supplied to the AND circuit 67. The 
AND circuit 67 produces the output signal as the 
biological object detection signal to be supplied to 
the persona] identification unit 43 when both the 
signal from tiie one shot multivibrator circuit 65 and 
tiie signal from the comparator circuit 66 are sup- 
plied to the AND circuit 67, l.e., when a genuine 
biological object is in contact with tiie plate 2. This 
operation of the AND circuit 67 cannot be carried 
out by a fraudulent operation of the fingerprint 
sensor in which the object under detection is re- 
moved from the inspection surface 21 of ttie plate 
2 and replaced by a replica of a finger. 

In the personal Identification unit 43, the picture 
receiving portion 431 receh^es the signal from the^ . ^ 
light sensing element 42, whereby the Tight trans- 
mitted through tiie plate 2 and ttie lens 41 is 
converted to an electric signal. In ttie picture stor- 
age circuit 432, tiie picture data from the picture 
receiving portion 431 is analog-to-digital converted 
and tiie converted data is stored tiiereln. Data 
exchanges are carried out between ttie picbjre stor- 
age drcuH 432 and the binary value forming circuit 
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433. In the binary value forming circuit 433. the 
binary value data of the picture data is formed, and 
in the fine line formation circuit 434, the formation 
of ridge lines and groove lines is carried out from 
the binary digital data. In the characteristic extrac- s 
tion circuit 435 the characteristic points are ex- 
tracted from the picture in the fine line form, and in 
the angle and crosspoint inspection circuit 437, 
angles and crosspoints between the lines connect- 
ing the branching points or the end points in the io 
characteristic points are extracted. In the adjacent 
pattern planting circuit 436, a pattern of the binary 
fonn adjacent to an end point is separated, based 
on the output of the angle and crosspoint inspec- 
tion circuit 437. and the separated pattern is plant- is 
ed adjacent to bridges or interruptions. In the op- 
eration control circuit 438. a registration of a per- 
sonal fingerprint and a comparison of the regis- 
tered personal fingerprint with the picture input 
data for fingerprint identification are earned out 20 
when the detection of the biological object is con- 
firmed by the receipt of the biological object detec- 
tion signal from the biological object detection unit 
6. The data of the picture processing described 
above is supplied from the picture storage circuit 25 
432 or the operation control circuit 438 to a CRT 
display or the like (not shown) for monitoring. In the 
processing of picture, the formations of windows by 
a ten-key or a mouse, and procedures for search- 
ing for characteristic points or branching points are 30 
earned out A fraudulent operation of the fingerprint 
sensor by using a replica of a finger may be 
displayed on a display device. 

As shown in Fig. 10, while the finger Is not in 
contact with the plate 2. the level of the light 35 
sensor output is- at a high level. At the time imme- 
diately after the finger is brought Into contact with 
the plate 2. there is a high blood flow rate through 
the vein of the finger and the color of the skin of 
the finger is reddish, and thus the reflectance o^ 40 
the surface of the fingerpad is low. Accordingly, the 
level of the light sensor output becomes low. After 
the finger is pressed onto the plate 2, the blood 
flow rate through the vein of the finger Is lowered 
and the color ot the skin of the finger becomes 45 
whitish., and thus the reflectance of the surface of 
the fingerpad is increased. Accordingly, the level of 
the light sensor reaches an intemnediate level. 

There is litUe difference in the reflectance of 
the surface of the human fingerpad in the high so 
blood fiow state and the low blood flow state, for 
the red spectral wavelength range of light, but 
there is a great difference in the green spectral 
wavelength range of light. This is considered to be 
based on the effect of hemoglobins In the blood. 65 

In the apparatus of Rg. 9. the detection of the 
biological object is carried out by checking the 
change with tlnne off the light sensor output from 



the time at which the finger comes into contact with 
the plate to the time at which the finger is pressed 
on the plate, based on the above-described nature 
of the reflectance of the skin of the human finger- 
pad. 

In the apparatus of Fig. 9. when a replica of a 
finger made of. for example, silicon plastic, is ap- 
plied to the plate 2. the change of the reflectance 
does not occur, and thus the light sensor output is 
changed from a high level directly to an intermedi- 
ate level without going through the low level. 
Therefore, by checking by the biological object 
detection circuit 6 whether or not the light sensor 
output has changed through a high level-low level- 
intennediate level route, it is possible to discrimi- 
nate a human finger as a biological object from a 
replica of a finger. Therefore, a fraudulent operation 
. of the fingerprint sensor by first applying a human 
fingerpad onto the plate 2. and subsequently insert- 
ing a replica of finger made of a thin membrane 
between the human finger and the plate 2 cannot 
be successful. 

In the apparatus of Fig. 9, it is possible to emit 
the light from the light emitting element directly 
from the light sensor element 533 in an upward 
direction. Also, In the biological object detection 
unit 6 in the apparatus of Fig. 9. it is possible to 
limit the time of the effectiveness of the biological 
object detection signal, and accordingly, to dis- 
pense with the comparator circuit 66. 



((Embodiment off Rg. 11)) 

An apparatus according to still another embodi- 
ment of the present invention is shown in Rg. 11. 
The apparatus of Rg. 11 is provided with a prism 
200 having an inspection surface 201 , a light emit- 
ting element 3. a lens 641, a filter 542, and light 
sensor elements 543 and 42'. The output off the 
light sensor element 543 is supplied to the biologi- 
cal object detection unit and the output of the light 
sensor element A2 is supplied to the personal 
identification unit The operation of the apparatus of 
Rg, 11 Is similar to that of the apparatus of Rg. 9. 



((Embodiment of Rg. 12)) 

An apparatus according to still another emtx)di- 
ment of the present invention is shown in Rg. 12, 
The apparatus of Rg. 12 is provided with a trans* 
parent plate 2 having an upper surface 21 as the 
inspection surface, a tower surface 22. and a minror 
23. a diaphragm 451, a spherical surface lens 452, 
a light sensor element 453 for fingerprint picture 
image detection, a light enUtting element 351, a 
semitransparent mirror 352, a light conducting 
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transparent member 354, mirrors 355 and 366, a 
light collecting lens 551. a filter 552. and a light 
sensor element 553. Each end of the light conduct- 
ing transparent meml>er 354 is cut to form an 
oblique surface on which a reflection coating is 
deposited to form the mirrors 355 and 356. 

The light emitting element 351 emits light In- 
cluding green light of a wavelength of approx. 500 
to 550 nm, and the filter 551 allows only light of the 
green range to pass therethrough: 

In the operation of the apparatus of Fig. 1 2, the 
change of the value of the green light detected by 
the light sensor element 553 in a sequence from 
the time before the contact of the finger with the 
plate 2 through the coming of the fingerpad Into 
contact with the plate 2. to the pressing of the 
fingerpad onto the plate 2, is measured. 

If this change of the value of the green light 
shows the characteristic of the change in the green 
light range shown in Rg. 2. the object on the 
inspection surface of the plate 2 can be determined 
to be a human finger as a biological object If not, 
the object on the inspection surface of the plate 2 
cannot be determined to be a biological object 

In the apparatus of Rg. 12, the light emitting 
element 351, the semitransparent mirror 352, the 
light collecting lens 551, the filter 552. and the light 
sensor element 553 are located above the level of 
the lower surface 22 of the plate 2, and the light 
conducting transparent member 354 having tfie 
mirrors 355 and 356 is located ttelow the level of 
the lower surface 22 of the plate 2. Therefore, the 
distance between the lower surface 22 of the plate 
2 and the lower surface 354C of the transparent 
member 354 can be made as thin as, for example, 
approx. 5 mm. 

In the most preferable arrangement all of the 
light emitting element 351, the semitransparent 
mirror 352. the light collecting lens 551, the fitter 
552, and the light sensor element 553 are included 
within the thickness of the plate 2. Such an ar- 
rangement effectively realizes a fingerprint sensor 
apparatus having a small thickness. 



((Embodiment of Rg. 13)) 

An apparatus according to still another embodi- 
ment of the present invention is shown in Fig. 13. 
The apparatus of Rg. 13 is provided with a trans- 
parent plate 2 having an upper surface 21 as the 
inspection surface, a lower surface 22, and a mirror 
23, a diaphragm 451. a spherical surface lens 452, 
a light sensor element 453 for fingerprint picture 
image detection, a light emitting element 351. a 
tight collecting lens 352, a light conducting trans- 
parent meml>er 357, reflection type holograms 358 
and 359 having a wavelength selection characteris- 



tic, and a light sensor element 553. 

In the operation of the apparatus of Rg. 13, the 
change of value of the green light detected by the 
light sensor element 553 in a sequence from the 

5 time before the contact of the finger with the plate 
2 through the coming of the fingerpad into contact 
with the plate 2 to the pressing of the fingerpad 
onto the plate 2 is measured. 

In the apparatus of Rg. 13. the hologram 358 

TO has a wavelength selection characteristic allowing 
only the green light range to be reflected toward 
the upper surface of the transparent member 357. 
The reflected light is fully reflected at the upper 
surface of tiie transparent member 357 toward the 

75 hologram 359. where at the fully reflected light is 
reflected upwanj toward the fingerpad on the plate 
2. The reflection light from the surface of the fin- 
gerpad is reflected at the hologram 359, fully re- 
flected at the upper surface of the transparent 

20 member 357. reflected at the hologram 358. and is 
detected by the light sensor elen^nt 553. 

The determination of whether or not the object 
on tiie inspection surface of ttie plate 2 is a human 
finger as a biological object based on ttie detec* 

25 tion by the light sensor element 553 in the appara- 
tus of Rg. 13. is similar to that in the apparatus of 
Rg. 12. 

In ttie apparatus of Rg. 13, ttie distance be- 
tween the lower surface 22 of ttie plate 2 and the 
30 lower surface of the transparent meml)er 357 can 
be made as thin as, for example, approx. 2 to 3 
mm. 



35 ((Eimbodiment of Rg. 14)) 

An apparatus according to still anottier embodi- 
ment of ttie present invention is shown in Rg. 14. 
The apparatus of Rg. 14 Is provided with a light 

40 emitting element 351 for emitting a light including 
tight in ttie green light range, a first optical fiber 
356, a light expansion lens 357 for expanding the 
light, a light collecting lens 551. a second optical 
fiber 554, a filter 552 for passing light of only the 

45 green tight range, and a light sensor element 553. 

The determination of whether or not ttie object 
on the inspection surface of the plate 2 is a human 
finger as a biological object, based on the detec- 
tion by tiie light sensor element 553 in the appara- 

60 tus of Rg;^ 14, is similar to ttiat in ttie apparatus of 
Rg. 12. 

In the apparatus of Rg. 14. ttie distance be- 
tween the lower surface 22 of the plate 2 and the 
lower end of the second optical fiber 554 can be 
55 made as thin as. for example, approx. 5 mm. 



((Embodiment of Rg. 15)) 
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An apparatus according to still another embodi- 
ment of the present invention is shown in Fig. 15. 
The apparatus of Rg. 15 is provided with a fight 
emitting element 351, a semitransparent min-or 
352. a light conducting transparent plate 354. mir- 
rors 355 and 356. a light collecting lens 551 . a filter 
552, a light sensor element 553. and a light switch 
unit 7 having a light source element 71 and a light 
receiving element 72, 

In the apparatus of Rg. 15, the presence of the 
object on the plate 2 is detected by using a light 
transmitted from the light source element 71 to the 
light receiving element 72. 

Instead of the light guiding structure using a 
light conducting transparent member with mirrors. 
It is possible to use a light guiding structure using 
a light conducting transparent member with holog- 
rams as shown In Rg. 13 or a light guiding struc- 
ture using optical fibers as shown in Rg. 14. 

Also, instead of locating the light guiding struc- 
ture directly below the glass plate as shown in 
Rgs. 12, 13. 14 and 15. it is possible to cut a side 
of the plate 2 to form an oblique surface and locate 
the light guiding structure directly below this ob- 
lique surface. 



((Embodiment of Rg. 16)) 



fingerprint picture image at the moment of contact 
of an object to be identified with the plate 2 and 
the fingerprint picture image after the pressing of 
the object onto the plate 2 is detected, and it is 
5 determined whether or not the object is a biological 
object. The phenomena whereby the color of the 
ridge line of the fingerprint is reddish v^en a 
fmgerpad comes into contact with the glass plate 2 
and the color of the ridge line of the fingerprint 
TO becomes whitish color after the fingerpad is 
pressed onto the plate 2, is utilized in this detec- 
tion. The biological object confirmation signal from 
the cobr discrimination circuit 832 is supplied to 
the fingerprint comparison circuit 842 in the per- 
75 sonal identification unit 84 to enable the operation 
of the fingerprint comparison circuit 842. 

One of the red. blue, and green fingerprint 
signals S(R). S(B). and S(G) from the RGB separa- 
tion circuit 82, for example, the red fingerprint 
20 signal S(R). is suppUed to the fingerprint picture 
image receiving drcuit 841 in the personal Iden- 
tification unit 84. The fingerprint picture Image sig- 
nal from the fingerprint picture Image receiving 
circuit 841 Is supplied to the fingerprint comparison 
2S circuit 842. In the fingerprint comparison circuit 
842. the identification of the supplied fingerprint 
picture image is carried out based on the result of 
comparison. 

30 

Claims 

1. An apparatus for detecting a biological ot>- 
ject based on changes in a color of a surface of a 
35 biological object due to a pressure applied to the 
biological object when the biological object Is 
pressed onto a transparent plate, 
said apparatus comprising: a transparent plate, 
onto which an object to be detected is placed, for 

40 allowing a passage of projected light and reflected 
light used for an optical detection; 
a Tight source located under said transparent plate 
for projecting a light beam used for a biological 
object detection toward a portion of the surface of 

45 the placed ot^ject toward which a light beam for 
detecting a characteristic pattern of the surface of 
the placed object Is directed; and 
a light detection means located l>elow said trans- 
parent plate for receiving the light projected from 

50 said light source and subsequentiy refiected by the 
surface of the object placed on or pressed onto 
said transparent plate arfd detecting the character- 
istic of a reflection rate of tiie received light, 
the detection of whether or not tt^e detected object 

65 is a biological object being based on the detection 
of tiie characteristic of the reflection rale of the 
received light by said light detection means. 

2. An apparatus according to claim 1. wherein 



An apparatus according to a further embodi- 
ment of ttte present invention Is shown in Fig. 16. 
The apparatus of Fig. 16 Is provided with a trans- 
parent plate 2 having an upper surface 21 as tiie 
inspection surface, a lower surface 22. a mirror 23. 
a diaphragm 451, a spherical surface lens 452. a 
light sensor element 81 -such as a color charge- 
coupled device (color CCD) having a red detection 
element, a blue detection element, and a green 
detection element tor detecting botii a fingerprint 
picture Image and a change of color of ttte skin of 
the fingerpad. an RGB separation circuit 82. a 
biological object detection unit 83 having a color 
shift correction circuit 831, and a color discrimina- 
tion circuit 832. and a personal identification unit 84 
having a fingerprint picture image receiving circuit 
841 and a fingerprint comparison circuit 842. In ttie 
apparatus of Fig. 16. tiie light wavelengtii selection 
means Is Incorporated witi^ ttie fingerprint picture 
Image detecting element. 

The red, blue, and green fingerprint signals S- 
(R), S(B), and S(Q) from tiie RGB separation circuit 
82 are supplied to the color shift correction circuit 
831 and the color shift corrected fingerprint signals 
generated in the color shift conrection circuit 831 
are supplied to the color discrimination ciircuit 832 
as the biological object detection circuit 

In tiie color discrimination circuit 832, a change 
of color of fingerprint picture image between tiie 
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said light detection means comprises: a first light 
detection element for responding substantially at 
least a red color wavelength range of the received 
light and transducing the responding light to an 
electrical signal, and a second light detection ele* 5 
ment for responding substantially a wavelength 
range of the received light in which the wavelength 
is shorter than the wavelength In the red color 
wavelength range and transducing the responding 
fight to an electrical signal. io 

3. An apparatus according to claim 1, wherein 
said light detection means comprises: 

means for setting a predetermined first reference 
level of the output of the light detection means, and 
means for setting a predetermined second refer- is 
ence level of the output of the light detection 
means lower than the first reference level; 
the detection of said object on said transparent 
plate as a biological object being carried out by 
confirming a process that when said object comes 20 
into contact with said transparent plate, the output 
of said light detection means becomes lower than 
both the first and second levels, and with an elapse 
of time, the output of said light detection means is 
at a level between the first and second levels. as 

4. An apparatus according to claim 1 , 2. or 3, 
wherein light conducting means and light direction 
changing nneans are provided In the passage of the 
light output from said transparent plate and led to 



5. An apparatus for detecting a biological ob- 
ject based on changes in a color of the surface of a 
biological object due to a pressure exerted on the 
biological object when the biological, object is 



said apparatus comprising: a transparent plate onto 
which an object to be detected is placed and 
allowing a passage of projected light and reflected 
light used for optical detections; 

a light source located under said transparent plate 40 
for projecting a light beam used for a personal 
identification of a characteristic pattern on a surface 
of the placed object and a detection of a biological 
object; and 

a light detection means located below said trans- 45 
parent plate for receiving light projected from said 
light source and subsequently reflected by the sur- 
face of the object placed on or pressed onto said 
transparent plate and detecting the characteristic 
pattern on a surface of the placed object and the . sa .. 
characteristic of reflection rate of the received light 



said light detection means. 



30 



pressed onto a transparent plate, 
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